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Modalities

The different forms/formats in which input information is available for analysis.
(of course, output can also be multimodal and this is esp. true for generative

Al)

o Text Senses map to modalities,
e Image e.g. sight — image,

e Audio hearing — audio, etc.

e Video

e 3D
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Single-modality video games (back in the 80s)
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https://www.museumofplay.org/blog/new-interest-in-old-text-based-adventures/

Multimodal Interactions (2023)

Prompt:
Localize each person in the image using bounding box. What is the image size of the input image?

Prompt:
Count the number of apples in the image.

GPT-4V:

The image size of the input image is 1000 x 333 pixels.

Bounding boxes for each person:

- Person 1 (leftmost): (x1, y1) = (22, 108), (x2, y2) = (170, 300)

- Person 2: (x1, y1) = (200, 80), (x2, y2) = (290, 270)

- Person 3: (x1, y1) = (350, 70), (x2, y2) = (460, 280)

- Person 4: (x1, y1) = (540, 80), (x2, y2) = (640, 270)

- Person 5 (rightmost): (x1, y1) = (760, 100), (x2, y2) = (920, 290)

Note: These bounding box coordinates are approximate and may not be exact. GPT-4V:
- e There are 7 apples in the image.
Visualization of Detected Bbox: PP 9

https.//huyenchip.com/2023/10/10/multimodal.html
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Multimodal tasks - Vision Language Understanding

VQA & Visual Reasonin,

Image Captioning

Q: What is the dog holding with its paws? Caption: A dog is lying on the grass next Common Challenge:

Aaftiches. loja frisbes: h learn interplay between visual
e e ‘ it and text representations

Query: A dog is lying on the grass next w

to a frisbee.
Negative Images

€ -

Text-to-Video Retrieval
Query: A dog is lying on the grass next to
a frisbee, while shaking its tail.

Image Classification
Labels: [dog, grass, frishee]

Object Detection Segmentation

Negative Videos

= I

Video Question Answerin
Q: Is the dog perfectly still?
A: No.

Video Captioning
Caption: A dog is lying on the grass next
to a frisbee, while shaking its tail.

Figure 1.2: Illustration of representative tasks from three categories of VL problems covered in this
paper: image-text tasks , vision tasks as VL problems , and video-text tasks .

Gan, Z, Li, L., Li, C., Wang, L., Liu, Z, & Gao, J. (2022). Vision-language pre-training: Basics, recent advances, and future trends. Foundations and
Trends in Computer Graphics and Vision, 14(3-4), 163-352.



Multimodal tasks and Journalism <@><Q>

A few typical journalistic tasks: VelrQai

e Monitoring (tens or hundreds of posts, articles, images and
videos per day)

"Parsing” (read text, inspect image, skim through video)
Understanding (who? what? where? ..)

Searching (find additional evidence, reverse image search, ...)
Verifying (trying to establish the authenticity of image/video)



Today’'s menu of methods and Journalism

Internet Meme Misinformation DeepFake
Analysis Detection Detection
image, text’ image, text video, audio

("fembedded in image)

monitoring / monitoring /

. verification
search verification



A 5-min Primer to the Latest Advances
in Deep Learning



Neural networks

1980S-ERA NEURAL NETWORK DEEP LEARNING NEURAL NETWORK
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https:.//www.pnas.org/content/116/4/1074 (artist Lucy Reading-lkkanda)



https://www.pnas.org/content/116/4/1074

The Era of Deep Neural Networks

https.//towardsdatascience.com/top-10-cnn-architectures-every-machine-learning-engineer-should-know-68e2b0e07201



https://towardsdatascience.com/top-10-cnn-architectures-every-machine-learning-engineer-should-know-68e2b0e07201

Increasing performance over time

80 A

75 1

70

Top-1 accuracy [%]

&

SE-ResNeXt-50(32x4d)

@
DualPathNet-68

DenseNet-121
® NASNet-A-Mobile

@ MobileNet-v2

ResNet-18
(]
MobileNet-v1

¥ ShuffleNet

.GoogLeNel

SqueezeNet-v1.1
® SqueezeNet-v1.0

. AlexNet

SE-ResNet-101

SE-ResNet<80 _ Inception-v3
DenseNet-201) Bencenet- 161 .ESNEt'1O1

. ResNet-:

BN-Incaption @ ResNet-34

SE-ResNeXt-101(32x4d)
Inception-ResNet-v2

Xception

ResiNeXt-101(32x4
FB-ResNet-152

50 ‘Caffe-ResNet-ml VGG-19_BN
DenseNet-169 VGG-16_BN
VGG-13_BN
VGG-11_BN
VGG-19
VGG-16
VGG-13
VGG-11

1M 5M 10M 50M 75M  100M

NASNet-A-Large

Inception-v4 SENet-154
alPathNet-08 ?"Pa‘”"‘e“m
ResNet-152 " ResNeXt-101(64x4d)

150M

55

10 15 20
Operations [G-FLOPs]

CNNs

ResNet
InceptionNet
MobileNet
EfficientNet
Transformers
DeiT

LeViT
EfficientFormer

https:.//redding.dev/architecture-benchmarks/



https://redding.dev/architecture-benchmarks/

A Brief History of CV, NLP & VL Architectures

. . N e T T
Unimodal- CV & NLI cv oy CV

GAN — StylcGAN )
VAE o BigBiGAN NLF
Flow S NLP

|
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[ N—Gram) l LSTMJ’GRU) | | |
| | | | |
| | & S o 5o
2014 | I |
[ | |
| |
Show-Tell QL DALL-E
StackGAN ViLBERT A BLIP2
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Multimodal - Vision Language

Cao, Y., Li, S, Liu, Y., Yan, Z, Dai, Y. Yu, P. S, & Sun, L. (2023). A comprehensive survey of ai-generated content (aigc): A history of
generative ai from gan to chatgpt. arXiv preprint arXiv:2303.04226.



Encoder - Decoder

aka embedding or Neural Network

feature vector Images
Convolutional Neural Network (CNN)
s> Vision Transformer (ViT)
Text
Recurrent Neural Network (RNN)
Transformer

(note that within such Text Encoders
Word Embeddings may be used, e.g.
Word2Vec)

What does an Encoder do?
Compression of information

Feature extraction

(or representation learning)

Encoder Decoder

https.//towardsdatascience.com/applied-deep-learning-part-3-autoencoders-
1c083af4d798
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Transformer (or Attention is All You Need)

Perhaps the most influential work of the last decade in Al and the backbone of
most modern Al-based VLU systems. At its core, a Seq-to-Seq model.

Several innovations:
. —_— TRAN;ECERMER — | | am a student
Self-attention C
Multi-attention head

Positional encoding
Largely parallel computations

Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L, Gomez, A. N., ... & Polosukhin, I. (2017). Attention is all you need. Advances in neural
information processing systems, 30.

https.//jalammar.github.io/illustrated-transformer/
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Just a Glimpse into the Transformer
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Vision Transformer (ViT)
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Contrastive Language Image Pretraining (CLIP)

(1) Contrastive pre-training
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Radford, A, Kim, J. W, Hallacy, C.,, Ramesh, A., Goh, G., Agarwal, S., ... & Sutskever, |.
(2021, July). Learning transferable visual models from natural language supervision.
In International conference on machine learning (pp. 8748-8763). PMLR.
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The Era of Large Language Models

e CNNSs, Encoders-Decoders, and mostly
Transformers have been the stepping
stone for Large Language Models

e ChatGPT is based on the Generative
Pretrained Transformer (GPT)
architecture

e Recently, there’s a trend towards Large
Multimodal Models (LMMSs) )

e Open models: FLAVA, KOSMOS-2, Audio | MU
LXMERT

@

Heat map

Text
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Internet meme analysis



Internet image memes analysis

Memes: a popular visual
means of communication in
the Internet used to express
humour, irony, sarcasm and
even hate.

Rogers, R, & Giorgi, G. (2023). What is a meme,
technically speaking? Information, Communication &
Society, 1-19.

(a) image macros

WHEN YOU ADD ANOTHER CAMERA
BUT NOBODY BUYS YOURPHONES

what exactly do they want to go back to
?? two world wars, segregation and
genocides all happened in the 1900s

(b) object labelling

My mom

“a“dol“euo‘” ilo‘”e‘ ‘iou“d

7 year old me

(d) text-out-of-image

The homeless man watching
me walk into McDonalds after i said
“l have no money”




Internet image memes analysis

Meme Binary Multi-class/ -label
detection classification classification

Classification multimodal Classify memes in >2

Discriminate between memes into categories - meEes aldlh as
MISME MEEES el such as hateful/ non- sentiment 'recognition
regular images. Primarily hateful (FHM), troll/non- il
a vision task. troll (TamilMemes), oropaganda type
offensive/ non-offensive (Propaganda Memes)
(MultiOFF).

Koutlis, C., Schinas, M., & Papadopoulos, S. (2023). MemeTector: Enforcing deep focus for meme detection. International Journal of
Multimedia Information Retrieval, 12(1), 11.

Kiela, D., Firooz, H.,, Mohan, A, Goswami, V., Singh, A, Ringshia, P., & Testuggine, D. (2020). The hateful memes challenge: Detecting
hate speech in multimodal memes. Advances in neural information processing systems, 33, 2611-2624.

Kumar, G. K., & Nandakumar, K. (2022). Hate-CLIPper: Multimodal Hateful Meme Classification based on Cross-modal Interaction of
CLIP Features. In Proceedings of the Second Workshop on NLP for Positive Impact (NLP4PI), pages 171-183, Abu Dhabi, United Arab
Emirates (Hybrid). Association for Computational Linguistics.



Meme detection with MemeTector

Memes and regular images have key visual differences easily detectable by humans

| ‘silf"”(}l‘ﬂ(:ﬂ[llle!

Koutlis, C., Schinas, M., & Papadopoulos, S. (2023). MemeTector: Enforcing deep focus for meme detection. IJMR, 12(1), 11.



Meme detection with MemeTector

Considering memes' background images as regular forces the model to focus on differences.

Original i(r;dla)ge meme Text detection & Visual Part Extraction Cropped(\\;i)sual Part
i i

Lam

a/erocodhle!

=1 visual part
[ detected text

Koutlis, C., Schinas, M., & Papadopoulos, S. (2023). MemeTector: Enforcing deep focus for meme detection. IJMR, 12(1), 11.



Meme detection with MemeTector

meme

What does the model
see?

Text elements mostly -
font family, size, position

regular w/o text meme

regular w/ text

Koutlis, C., Schinas, M., & Papadopoulos, S. (2023). MemeTector: Enforcing deep focus for meme detection. IJMR, 12(1), 11.



Multimodal hate-speech detection with Hate-
CLIPper
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Kumar, G. K., & Nandakumar, K. (2022). Hate-CLIPper: Multimodal Hateful Meme Classification based on Cross-modal Interaction of CLIP
Features. In Proceedings of 2nd Workshop on NLP for Positive Impact (NLP4PI), pages 171-183, Abu Dhabi, United Arab Emirates. ACL.



Meme analysis challenges and future

Current SotA focuses on analysing only one type of memes (image macros)
leaving a huge amount of online content unnoticed

Detection of online memes is also an understudied problem in comparison to
meme classification, although it is a prerequisite

The existing solutions while seemingly well-performing, provide suboptimal
results when evaluated in-the-wild

Meme databases are small-sized and noisy putting an upper bound to the
comprehension of online memes by machines, mainly relying on pre-acquired
model knowledge

Multimodal LLMs with their global understanding have the potential to increase
the level of automatic meme content interpretation



@=~ =  Multimodal

Believe it or not, this is a shark on the
freeway in Houston, Texas. #HurricaneHarvy

misinformation
detection

1:00 AM - 28 Aug 2017
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A broader issue: information disorder

FIRSTDRAFT 7 TYPES OF MIS- AND DISINFORMATION

SATIRE OR PARODY MISLEADING CONTENT IMPOSTER CONTENT FABRICATED CONTENT

No intention to cause Misleading use of
harm but has potential information to frame an
to fool issue or individual

When genuine sources New content is 100%
are impersonated false, designed to
deceive and do harm

7 &3 X

FALSE CONNECTION FALSE CONTEXT MANIPULATED CONTENT

When headlines, visuals When genuine content When genuine
or captions don't is shared with false information or imagery is
support the content contextual information manipulated to deceive

https://shorensteincenter.org/information-disorder-framework-for-research-and-policymaking/
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Multimodal misinformation

Cheapfakes

Created with conventional non-Al based manipulation tools

visiting NIH lab, Maryland in 2014 to learn
about Ebola vaccine

True Claim

[ 2014 : President Obama and Dr Fauci ]

Original
Real Video

A low-cost but

(o] n
@
g effective form of
° [} n ] ]
2 $ misinformation
S Y "Se Footage of House speaker o 2020 : President Obama, Dr. Fauci and
g 3 deliberately slowed down to 9 Melinda Gates and at Wuhan Lab, China in
ﬁ" /) make her appear drunk or ill s 2015 for ‘Bat’ project
Photoshopping Speeding and Slowing Re-contextualizing

Anegja, S., Midoglu, C., Dang-Nguyen, D. T., Khan, S. A, Riegler, M., Halvorsen, P., ... & Adsumilli, B. (2022). ACM multimedia grand
challenge on detecting cheapfakes. arXiv preprint arXiv.2207.14534.



Out-of-context misinformation

“Repurposed images used to
support misleading narratives.”

e Misleading narratives
e Amplification of bias
e Sensationalism and clickbait

e “CheapFakes”

Aneja, S, Bregler, C,, & NieBner, M. (2023, June). COSMOS:
Catching Out-of-Context Image Misuse Using Self-
Supervised Learning. In Proceedings of the AAAI Conference
on Artificial Intelligence (Vol. 37, No. 12, pp. 14084-14092).

Out-of-Context

2012 : Photographs show a
real trampoline bridge in Paris.

\.

2020: Buses purchased by
Black Lives Matter supporters

to transfer members to riots
\

2012 : Photographs showing a
“trampoline bridge” in Paris is

a concept design

- \

2020 : Toronto Raptors roll into

NBA bubble in the Black Lives
Matter buses.

\




Out-of-context misinformation
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o e ~(200
Mexico pipeline blast killed Sentence Text Encoder QOO
dozens of people r Encoder (USE) (FC) ? [
Crand Srand
Caption1 (Cl) Caption 2 (Cz)
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I |
NERl l l
NER I
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I nference (CNN + FC) Text Encoder Text Encoder (Sentence BERT)
. . et 1 I
S >t
e l-' - —T !
Top bounding box l . Top bounding box l
for Caption 1 for Caption 2 No Yes No
[ Not Out of Context ] [ Out of Context ]

Aneja, S., Bregler, C., & NieBner, M. (2023, June). COSMOS: Catching Out-of-Context Image Misuse Using Self-Supervised Learning. In
Proceedings of the AAAI Conference on Artificial Intelligence (Vol. 37, No. 12, pp. 14084-14092).



Out-of-context misinformation: NewsCLIPings

(1) Query Caption: Angela Merkel speaks to the German parliament.

Pristine Semantics / CLIP Text-Image  Semantics / CLIP Text-Text Person / SBERT-WK Text-Text  Scene / ResNet Place

(2) Query Caption: Fukushima Daiichi nuclear power plant after Japan s earthquake and tsunami in March.

, N/A
_—

Pristine Semantics / CLIP Text-Image  Semantics / CLIP Text-Text Person / SBERT-WK Text-Text Scene / ResNet Place

CLIP + Person + Scene matching -> “hard negative samples” -> more effective detection models.

Luo, G., Darrell, T., & Rohrbach, A. (2021). NewsCLIPpings: Automatic generation of out-of-context multimodal media. arXiv preprint
arXiv:2104.05893.



Multimodal misinformation: SpotFake

SpotFake:

| e ] e Visual encoder (VGG)
e Textual encoder (BERT)

News r ]

I Visual representations (32) I Text representations (32)
| e , S— e Classifier. Real or Fake
®1

r Al

[[l]] ’]m Contextual word embeddings U:l]]

78% acc. on Twitter VMU dataset
and 89% on Weibo dataset

VGG 19

AN
N
B
lI ‘ ‘
0 0
9 )
| @ @ﬁ‘—.‘

2 512
T T | e
cls) wi w2z . e+« walowa
BERT-Base
Image Text
He i
o head

News-tweets

Singhal, S., Shah, R. R., Chakraborty, T., Kumaraguru, P., & Satoh, S. I. (2019, September). Spotfake: A multi-modal framework for fake news
detection. In 2019 IEEE fifth international conference on multimedia big data (BigMM) (pp. 39-47). IEEE.



Assessing multimodal misinformation detection

Multimodal misinformation Asymmetric multimodal misinformation

Manipulated Image

Manipulated Image

M dad Gabibdeic WG AN AN

'

Cross-modal relation Cross-modal relation Associative Image Reinforcing Caption

"Image shows grounds covered "A photograph shows a flooded ! l ) T ) )
with garbage after Greta runway at Northwest Florida 53,000 dead people turned up on the "A picture shows a massive tsunami
Thunberg's environmentalist Beaches International Airport during! state’s voter rolls in November 2018." headed for a crowded beach."
speech at the Glastonbury Music Hurricane Michael in October
Festival in June 2022." 2018."
False Claim False Claim False Claim
(a) (b) (c) (@

Papadopoulos, S. I, Koutlis, C., Papadopoulos, S., & Petrantonakis, P. C. (2023). VERITE: A Robust Benchmark for Multimodal
Misinformation Detection Accounting for Unimodal Bias. arXiv preprint arXiv:2304.14133 (accepted in IJMIR).



Multimodal fact-checking

Q: Does this caption match its

NZ

[l o]

: Let's find out! Qﬁ [

?

P

Step 2

consistency

during a campaign visit to

David Cameron speaks
Frinton-on-Sea Essex

J

\. Query caption

Ground truth: Falsified

N2

oo
(888

/

Text-text
consistency

\

H Falsified!v

-caption
consistency

‘Jamaica Labour Party’, 'United Kingdom', ‘Economy’,
‘Prime minister’, "2020 Jamaican general election’,'General election’

David Cameron’, "Tony Blair’, '"Andrew Holness’, 'Jamaica’, ]

« David Cameron speaking in Kingston, Jamaica.

« David Cameron addressing Jamaica's parliament.

« Jamaican election: Labour Party wins narrow victory.

« Jamaica accuses David Cameron of misrepresenting prisoner deal.

3
7

Textual evidence \/ ’

)
7

|Step 1 =
/

/
=

Consistency-Checking Network (CCN): collects external information from the web and examines its consistency
with the claim’'s image and text.

Abdelnabi, S., Hasan, R., & Fritz, M. (2022). Open-Domain, Content-based, Multi-modal Fact-checking of Out-of-Context Images via Online
Resources. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition (pp. 14940-14949).



End-to-end fact-checking

Claim: those at the Capitol Jan. 6 resembled a 'normal tourist visit'
Web Collection: a > Multimodal Evidence Retrieval <—— S-BERT + CLIP  “End-to-End FaCt-CheCklng"Z

1. Multimodal Evidence Retrieval
2. Claim Verification
3. Explanation Generation

More than 400 people have been charged in
federal court related to the Jan. 6 U.S. Capitol
riot. The charges include obstruction of law
enforcement; violence with a deadly weapon;

assault
v v
Multimodal Claim Verification Explanation Generation <«—— BERT
v v Yao, B. M., Shah, A., Sun, L., Cho, J. H.,, & Huang, L.
: : Exnlanati (2023, July). End-to-end multimodal fact-
e i checking and explanation generation: A
S Refuted Not Enough therf a,ssaultedp _Ohc,e qpicers nd vandalized challenging dataset and models. In Proc. of 46th
upport Refute Information the building, resulting in more than 400 people International ACM SIGIR Conference (pp. 2733-

charged with crimes. This was no tourist visit 2743).



Multimodal misinformation: Major challenges

Contextualization and meta information
Transparent and accountable models
Fine-grained detection

Bias, region, and cultural awareness
Disinformation on emerging and evolving topics



Multimodal
deepfake detection




Multimodal deepfake detection

Deepfakes: synthetically il s
generated fake images/videos o
created by means of deep
learning-based architectures
with the aim to be
indistinguishable from real Face Swap
media to humans.

Tolosana, R, Vera-Rodriguez, R, Fierrez, J., Morales, A., &
Ortega-Garcia, J. (2020). Deepfakes and beyond: A survey
of face manipulation and fake detection. Information
Fusion, 64, 131-148.



https://www.sciencedirect.com/science/article/abs/pii/S1566253520303110

Multimodal deepfake detection

Spatio-temporal convolutional residual blocks & 1D CNN fusion with attention components
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Zhou, Y., & Lim, S. N. (2021). Joint audio-visual deepfake detection. In Proceedings of the IEEE/CVF International Conference on Computer
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Multimodal deepfake detection

1D and 3D ResNets with separate MLP mixers for intra- and inter-modality information fusion
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Multimodal deepfake detection

Person Of Interest (POI) Deepfake detection: Is the individual present in the video the person it
claims to be?
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Multimodal deepfake detection

First: learn temporally dense video representations in a self-supervised way. Second: perform
multi-task learning: forgery prediction & embedding reconstruction

Stage 1: Representation Learning Stage 2: Face Forgery Detection
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Multimodal deepfake detection: Challenges

e Low cross-dataset, cross-manipulation, in-the-wild generalization ability by
current state of the art

e Robustness to content corruptions, e.g., compression, is limited
e Hard to explain outputs to journalists, black box predictions

e The arms race between the attackers and the defenders indicates the need for
robust solutions



Takeaways

e Rapid developments in deep learning over the last years have given rise
to models with strong Vision Language Understanding capabilities

e VLU capabilities match well with Journalistic needs

e Deploying multimodal models in task-specific settings can lead to good
performance without too much additional effort

BUT

e still many design choices wrt learning multimodal representations

e hard challenges in terms of trustworthiness: output explanation, false
positives, bias, etc.

e potential for misuse and adversarial attacks by malicious actors
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